
Many entities, including merchants, involved in an

online card transaction chain store card data like

card number, expiry date, etc. [Card-on-File (CoF)]

citing cardholder convenience and comfort for

undertaking transactions in the future. As the

availability of card details with multiple entities

increases the risk of card data being stolen/misused

RBI had mandated that after December 31, 2021,

entities other than card networks and card issuers

cannot store card data. This timeline was

subsequently extended to June 30, 2022. A

framework for CoF Tokenisation (CoFT) services was

also issued whereby cardholders can create

“tokens” (a unique alternate code) in lieu of card

details which can then be stored by the merchants

for processing transactions in the future. As the

industry stakeholders have highlighted some issues

related to the implementation of the framework in

respect of guest checkout transactions etc., RBI has

further extended the timeline to September 30,

2022.

RBI encourages cardholders to tokenize their
cards
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The Reserve Bank has observed that banks have

failed to comply with directions on assessment of

commercial viability, ascertainment of revenue

streams for debt servicing obligations, and

monitoring of end-use of funds in respect of their

financing of infrastructure/housing projects of

government-owned entities. Banks/FIs have also

failed to comply with directions that require term

loans for government-owned entities to be

sanctioned to corporate entities only with adequate

due diligence to verify the viability and bankability

of the projects to ensure sufficient revenue streams

to take care of debt service obligations, and that

repayment is/servicing of debt is not drawn from

budgetary resources. RBI has thus advised banks to

carry out a review and present to the Board a

comprehensive report on the status of compliance

with these instructions by September 14, 2022. 

Banks to review compliance with the Directions
on financing Government-owned entities 

"A good governance structure will have to be supported by effective risk management
and compliance functions. The cost of compliance to rules and regulations should be
perceived as an investment, as inadequacy in this regard can prove to be highly costly.
Compliance culture should ensure adherence to not only laws, rules and regulations,
but also integrity, ethics and codes of conduct."

- Shri Shaktikanta Das, Governor - RBI

With effect from January 01, 2022, only card issuers

and/or card networks are allowed to store CoF data.

Highlighting a need for traction across merchants

and industry-wide implementation of alternate

mechanisms for guest checkouts, RBI has further

extended the timeline for storing CoF data till

September 30, 2022.

RBI has extended the timeline for the storage of
actual card data  

NBFCs-UL are now required to maintain provisions

ranging from 0.25% to 2% across standard assets.

Current credit exposures arising on account of the

permitted derivative transactions shall also attract

provisioning requirements as applicable to the loan

assets in the 'standard' category, of the concerned

counterparties. All conditions applicable for

treatment of provisions for standard assets would

also apply to the above provisions for permitted

derivative transactions. Provisions shall be included

in the computation of the prudential floor, but shall

not be reckoned for calculating net NPAs with

effect from October 01, 2022.

NBFCs-UL - Provisioning of standard assets
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RBI has issued clarifications with regards to the

valuation of Security Receipts (SRs) as of September

24, 2021. All lending institutions are required to

implement a board-approved plan to ensure that

the provisioning made in each of the financial years

in compliance with clause 2(a) of the circular is not

less than one-fifth of the required provisioning on

this count. Valuation of investments in SRs made

after the issuance of MD-TLE shall strictly comply

with the provisions thereunder. 

Provisioning Requirement for Investment in
Security Receipts (SRs)
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RBI imposed a monetary penalty of ₹57.50 lakh on

Indian Overseas Bank for non compliance with

certain regulatory directions.. The Bank had failed to

report certain instances of fraud involving

cloning/skimming of ATM cards within three weeks

of date of detection, for failure to disclose

information on certain borrowers with exposure

exceeding ₹5 Crores, and for linking floating rate

loans to MSMEs at MCLR/Base rate instead of an

external benchmark as required.

The Securities and Exchange Board of India has

imposed a series of monetary penalties in the Dark

Fibre Case. NSE has been penalised ₹7 Cr while

Way2Wealth Brokers, GKN Securities, and Sampark

Infotainment received penalties of ₹6 Cr, ₹5 Cr and

₹3 Cr respectively. Former NSE Chiefs have also

been penalised ₹5 Crore each for their involvement

in providing preferential/unfair access of servers

pertaining to algorithmic trading to certain private

entities. 

Penalty Corner

The RBI has penalised Punjab & Sind Bank ₹27.50

lakh for linking certain floating rate retail and MSME

loans to Marginal Cost of Funds Based Lending Rate

(MCLR) instead of an external benchmark as

directed by RBI with effect from October 01, 2019.

Draft guidelines have been issued for material

outsourcing of IT service arrangements of

Regulated Entities (REs) including within its

business group. Material outsourcing arrangements

are those, the disruption/ compromise of which can

significantly impact the REs' business operations,

reputation, strategic plans, profitability, or their

ability to manage risk and comply with applicable

regulations or in the event of any unauthorized

access, loss, or theft of customer information may

have a material impact on customers. REs are

required to evaluate the need for outsourcing based

on a cost-benefit analysis. A Board-approved

outsourcing policy has been mandated that spells

out the role of the Board, Senior Management, and

IT function in adhering to the guidelines. REs are

also required to ensure that the service providers

develop and establish a robust framework for

documenting, maintaining, and testing the BCP

and DRP, commensurate with the nature and scope

of the outsourced activity. The draft MD also

includes requirements for storage, computing, and

movement of data in cloud environments.

Draft MD - Outsourcing of IT Services

Domestic scheduled commercial banks (including

foreign banks operating through a Wholly Owned

Subsidiary incorporated in India), which are

authorized to deal in foreign exchange and have a

branch in GIFT-IFSC are now permitted to act as

PCM of IIBX. While operating as a PCM of IIBX,

Banks are required to ensure strict compliance on a

continuing basis with the following conditions, to

extant RBI guidelines on capital requirements for

their exposures. The branch of the bank in GIFT-

IFSC may, as a PCM of IIBX, clear and settle trades

executed by its clients as trading members of the

exchanges subject to the condition that the total

exposure that the branch would take on its clients

should be determined by the Board in relation to

the Tier 1 capital of the bank as well as the capital of

its branch in GIFT-IFSC and shall be monitored on

an ongoing basis. Banks should ensure that their

branch in GIFT-IFSC, in its role as a PCM, does not

undertake any transaction/activity on IIBX other

than what is required as a professional clearing

member.

GIFT-IFSC Indian Bank Branches to act as
Professional Clearing Member of the IIBX

The limit for waiver of AFA as prescribed by the e-

mandate framework for processing subsequent

transactions has been raised from ₹5000 to ₹15000

per transaction. 

E-mandates for recurring transactions
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